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l. Introduction: Current State of Federal Information Security

The Federal Government proesthousands of essential serviteghe publi¢ ranging from

disaster assistance, to so@aturity, to national defensd@.o efficiently provide these services to

the public, the Federal Government relies on safe, secure, and resilient Information Technology (IT)
infrastructure. Threats teederal informationi whether from insider threat,iorinal elements, or
nationstates continue to grow in number and sophistication, creating risks to the reliable
functioning of our government. The Federal Government has a duty to protect against these threats
and secure Federal information and infonorasystems. This responsibility is codified in the

Federal Information &urity Management Act (FISMA)which requires agencies to provide
information security protections commensurate with risks and their potential hafiedetal

information It also gives the Office of Management and Budget (OMB) the responsibility of
overseeg agency information security policies and practieasl the National Institute of

Standards and Technology (NISthg responsibility of prescribing standards and dirde

pertaining to Federal information systenis.2010, the Office of Management and Budget (OMB)
issued Memorandum 188° providing the Department of Homeland Security (DHS) an expanded

role with respect to theperational aspects of Federal agencyecgbcurity with respect to the

Federal information systems that fall within FISMA

The Admi ni st r ayprioitedidentifieg in 204 IsTeusted internet Connections,
Continuous Monitoringind Strong Authentication leveragirigmeland Secuty Presidential
Directive 12 HSPD12) i were designated as Cross Agency Priqi@aP) Goals in 2012

consistent with the Government Performance and Results Modernization Act (GPRA
Modernization Actf In selecting the goalspgphasis was placed on Presidial priorities and
where increased crosgency coordination and regular reviemuld beexpected to speed progress.
For these reason$ieg Administration identified cybersecurity as a CAP goal.

The three priority areas identified for improvement witRederal cybersecurity (Trusted Internet
Connections, Continuous Monitoring and HSPP) are based on lorgjanding [Ederal initiatives.

The FederaGovernment established these priorities to examine what data and information is
entering and exitinggency networks (Trusted Internet Connections, or;M@at components are

on agency information networks and when their security status changes (continuous manitoring)
and who is on agency systems (strong authentication using H3MPRBrsonal Identity &fification
credentials). Progress on these gities isincluded in Sections Il and IV of this report. This Fiscal
Year(FY) 2012 FISMA Report to Congress, as required in 44 USC 3543, also provides the annual
status ofgovernmentwide andagencyspecifc information security initiatives with respect to
compliance with FISMA requirement&ccomplishments, in ¥ 2012included

T I'n May 2012, the President issued a direct:i
Go v e r n mMastaunghed a comprehsine Digital Government Strategy aimed at
delivering better digital seices to the American people and requires the integration of

1Title Il of the EGovernment Act of 2002 (Pub. L. No. 1347).

2 M-10-28, fiClarifying Cybersecurity Responsibilities and Activities of the Executive Office of the Presiteihe Department of
Homeland Security (DH$) issued July 6, 2010, at:
http://www.whitehouse.gov/sites/default/files/omb/assets/memoranda_201Q8vidi

8 To enhance progress in areas needing more-agescy collaboration, theRRA Modernization Act equires OMB to establish a
limited number of CAP Goals for both crosscutting policy and governmiglg management areas.



effective security and privacy measures into the design and adoption of all new technologies
introduced to thé&ederal envionment

1 Established thenteragency Joint Continuous Monitoring Working Graasupport-ederal
agenciesefforts tobuild a governmentvide continuousmonitoring capability for Federal
information systems.

1 Conductednultiple agency CyberStateviewsto helpFederal agencies improve
cybersecurity performance by identifying the cybersecurity capability areas where they may
have facearganizational implementation roadblocks (etgechnologychallenges
organizational culture, internal processor humarcapital/financial resource challenges)
and collaborahg to break down those barriers.

1 IncorporatedCybersecurity considerations into PortfolioStat reviews during summer of
2012. Under PortfolioStat, agencies and OMB engage collaboratively to analyze and
improve agency IT portfolios, addressing agemige management opportunities and
challenges.

1 Collaborated with Federal agenciesétease th&Y 2013 FISMA metrics, focusing on
accountability, visibility, and automation to make meaningful and measunalevements
in system security.

1 Stood upthe National CybersecurigndCommunications Integration Center at the
Department of Homeland Security to coordinate cyber incident response.

1 Updatedthe implementation strategy for the Einstein 3 intrusi@v@ntion system to
enable significant capabilities to be deployed during FY 2013, four years earlier than
planned.

1 Held a cybeffocused National Level Exerci$BLE) and integrated lessons learned into
Federal information security management prograiffee NLE 2012 is part of a series of
congressionally mandated preparedness exercises designed to educate and prepare
participants for potential catastrophiceverish e NLE 2012 process exal
ability to coordinate and implement preventioregaredness, response and recovery plans
and capabilities pertaining to a significant cyber event or a series of events.

1 Released théNational Strategy for Information Sharing and Safeguaxfiag part of the
Wikileaks incident response and in an efftorestablish governmemtide policy. The
policy strikes the proper balance between sharing information with those who need it to
keep our country safevhile safeguarding information from those who would do our country
harm. The Strategy recognizes thaformation security and information sharing are
mutually reinforcing activities, through three guiding principles:

o Informationis a national asset;
o Information sharing and safeguarding requires shared risk management; and
o Information informs decisiomaking.

1 Released th@National Insider Threat Policy and Minimum Standards for Executive Branch
Insider Threat Prograros This policy directs and guides agencies to develop and promote
effective insider threat programs to deter, detect, and mitigate actions by employees who
may represent a threat to national security.

4 Located at:http://www.whitehouse.gov/thpressoffice/2012/12/19/nationadtrategyinformationsharingandsafeguarding



. Key Ongoing Information Security Initiatives

The Feleralinformation securityefensive posture is a constantly moving targj@fting due toa
relentlessdynamicthreat environment, emerging technologies, and new vulnerabilities.
Department of Homel and Secur it yallisessUeami{UsSd St at e
CERT) lead=fforts to improve the nation's cybersecurity posture, coordinate cyber information
sharing, and proactively manage cyber risks to the NaBased on information reportéy US-

CERT,in Section lll, malicious code continugs be one of the most widely reported incident types
across agencies and measures are being taken to identify and mitigate weaknesses in the Federal
infrastructure that can be exploited by malware. As the Federal workforce gravitates to increased
teleworkng and remote access, initiatives are underway to address unauthorized access and
equipment incidents. A workforce instilled with cybersecurity competencies can help defend
against social engineering, phishing, and insider threat attacks. Improperpgdemyeviolations,
andnon-cyberincidents, which can lead to the unauthorized disclosuiRersbnallyldentifiable
Information (PII), is also a key focus area.

Given the range of potential threadfgderal agencieserd to focus their informaticsecurity

activity on the most costffecive and efficientontrols relevant fotheir organizations and related
mission needsThis section discusses the collective efforts of Federal agencies, in conjunction with
Department oHomelandSecurity (IHS), the National Institute of Standards and Technology
(NIST), and Executive Office of the Presideadbmponents, such adfl@e of Management and
Budget (OMB) and NationalSecurityStaff (NSS) to improve the Feder@8o v er nment 6 s
information securityposture. Improving our information security postungll require a vigorous

and extensive buitdut of technical and policy protection mechanisms for government systems, a
growing and robust partnership with the private sector, and a focus on interagency coopéfatio
must focus on protecting our assatslsupporting safe and seetadoption of emerging
technologieswhile building a 21st century workforce, and improving cefééctivenesscross the
Federal enterprise

The initiativesdescribed in the remainder of this section represent key efforts under way in FY
2012; we expect them to carfgrward into FY 2013.

A. Protecting Our Assets

The Federal Government cont i nueéenformatonassets. vi gi | an
Trusted Internet Connectiof§IC), Continuous MonitoringCM) andstrong athentication

measuresising HSPDB12 Personal Identity Verification (PIV) credentifslpensure thatederal
informationremairs secure. CyberStat reviews-depth sessions withSS,0OMB, DHS andthe
selecedageng,di scuss t hat agency dliscussgppoetunise®rc ur i ty pos
collaboration. Risk andulnerability AssessmentdkVA) of agenciedy independent parties

provide assessments that lead to proactive casrectUnauthorized disclosuraf and access to

sensitive information is one of our highest concerns and is being addifessegh multiple

programs.



Trusted Internet Connections

Thepurposeof the TIC initiative is to improvethefederalgovernment'securitypostureand
incidentrespons&apabilitythroughthe reductionandconsolidatiorof externalconnectionsnd
provideenhanceanonitoringandsituationalawarenessf externalnetworkconnections.This is
accomplished by establishing TAZcessProvider (TICAP). Each TICAP has baseline security
capabilities including firewalls, malware policies, and network/security operation centers. The
National Cybersecurity Protection System (NCPS) EINSTEIN 2 capability is also being deployed at
each TICAP.EINSTEIN 2 is an Intrusion Detection System (IDS) capability that alerts when a
specific cyber threat is detected, which allowsAUESRT to analyze malicious activity occurring

across the Federal IT infrastructure resulting in improved computer networkyssituational
awareness.

Through FY2010 and FY 2011, DHS worked with an intgrency group of subject matter experts
to update th@'1C baseline security capabiliti@sthe TIC architecturebased orevolving and
increasingly sophisticatatireats. TICAPs and Managed Trusted Internet Protocol Services
(MTIPS) providers are now implementing TIC v2.0, in coordination with other network changes
needed to support Internet Protocol version 6 (IPv6). In FY ,ZDH3 will work with agencieso
developtheTIC v2.1reference architectufecusing on mobile computing and cloud services

Einstein 3

In FY 2013, DHS expects teegin deployment of thCPS EINSTEIN 3 capabilitgs a managed

security service Einstein 3 providestrusion prevention capabilities to disable attempted

intrusions before harm is done and conduct tHoeaed decision making on network traffic

entering or leaving Federal Executive Branch civilian networks. EINSTEIN 3 augments the
capabilities under NSTEIN 2 and will provide USCERT and agency CERT teams with an

increased set of defensive capabilities to detect, collect, act upon and report on cybersecurity events
in near reatime. Through this efforDHSai ms t o f urt her i nipposiuvee t he
and incident response capabilities.

Continuous Monitoring

According to theNational Institute of Standards and Technology (NIST) Special Publication (SP)
800137, information security continuous monitoring is defined as maintaining ongoargraess

of information security, vulnerabilities, and threats to support organizational risk management
decisions.Continuous monitoring is one of the major components of thetspx Risk Management
Framework (RMF) as published in théSY SP 800-37, Revision 1,fiGuide for Applying the Risk
Management Framework to Federal Information Systems: a Security Life Cycle Apptoach
Figure 1below illustrates the RMF processes that provide the foundation for an information
systembs security |Iife cycle.

° Chapte Three of NISTSpecial Publicatio®00-37 Revision 1 describes the six steps of the Risk Management Framewane.
details can be found herettp://csrc.nist.gov/publications/nistpubs/88@-rev1/sp80e37-revi-final.pdf



Fig ure 1. Risk Management Framework Overview
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Continuous monitoring is an integral part of an enterpsigke risk management press that
allowsagencies to establish the context of their risk management programs, and subsassesgly
risk, respond to risk, and monitor risk on an ongoing Bagisntinuous monitoring programs are
most effective when combined with other agency initiatives to strengthen the underlying
information technology infrastructure by integrating secugtyuirements into organizational
processes (e.g., enterprise architecture, acquisition/procuresysteins engineeringnd the

system development life cycle).

OMB, DHS and NIST are working together to define a standaaded approach for continuous
monitoring capabilities, developing viable and eeffective approaches to measure capabilities
derived from continuous monitoring data which will address concerns about exposure of operational
data and standardize the consistency of reporflings approachvill provide a platfornior robust

and unambiguous technical data to be better harnessedlbpdovide essential, near reihe

security statuselated information

A key component to this work is the NIST Security Content Automation Protocol (S8AP)

related programsyhich are developed through close collaboration between government and
industry partners, to provide the standardized technical mechanisms to share information between
systems, supporting automated vulnerability checking, technin&lot@ompliance activities, and
security measurement.o encourage increased adoption for commercial products and to provide
increased interoperability, NIST will work with industry and international standards organizations

6 NIST Special Publication 8689, iManaging Information Security Rigkprovides guidance on the risk management process and
the role of continuous monitoring.



to promote adoption of operasidards to allow for thichnical data to be extended, managed, and
shared federally, commercially, and internationally.

In 2012 DHS also continued work on its Continuous Diagnotistics and Mitigation Program, to
support agency0s inuous Maitoreng. Tha DPHSacontinootis d@gnostics
program is one of the key components in a comprehensive continuous monitoring program.
Therefore, iwill be based upon NIST standards and guidelines including SBOB0BP 80037,

SP 80039°, SP800-:53", and SP 80G3A™M™. This program will monitor, in ctdboration with other
agencies, a specific subset of security controls from organizational security plans to obtain critical
information on tle security status of Federal information systems, (dliegnose specific problems
relating to security control effectiveness or the loss or degradation of a security capability).

Under NIST gui@lines agencies have a responsibility to ensure that all security controls (including
those controls designateég DHS), are monitored on an ongoing bagike DHS continuous

diagnostics prograwill help define the frequency, rigor, and extent of such monitoring activities

for those security controls associated with the program. Continuous monitoring of atysecur
controls is necessary to ensure that agencies provide a breadth and depth of security capabilities to
support a defens@a-depth strategy, and that the controls that are part of that strategy remain
effective over time.

In late2012, DHS released a Raest for Proposal to support @®ntinuous Diagnostics and

Mitigation (CDM) programof providingcontinuous monitoring sensors, diagnosigjgation tools
andContinuousMonitoring as a &vice (CMaa$. The service will include eeporting dashboard

that provides visualizations of agency risks and promotes a quick resolution to issues discovered.

The DHS continuous diagnostics procurement is intended to be widely applicable to support Federal
information systemsnd Federal infemation hosted by others (g.gloud service providers)DHS

plans to pilot initial continuous diagnostics metrics during213 to help determine benefit and

impact to help each agency improve its continuous monitoring capability.

The DHS continuous dgnostics program aims to increase visibility into the security status of

Federal information systems and environments of operaliom.e pr ogr am can al so
ability to assesagency security control effectiveness, and assist organizationahpetsn

identifying and responding to intrusions in their operational environmémtsddition to the above,

the continuous diagnostics program aims to support information system owners, common control
providers, and authorizing officials with some loé necessary information to:

! NIST Special Publication 8680, iGuide for Conducting Risk Assessmentt: http://csrc.nist.gov/publications/PubsSPs.html
8 NIST Special Publication 8687, fiGuide for Applying the Risk Management Framework to Federal Information Systams
http://csrc.nist.gov/publications/PubsSPs.html
NIST Special Publication 8689, fiGuide for Managing Information Security R&slat:

http://csrc.nist.govigblications/PubsSPs.html

NIST Special Publication 8683, iRecommended Security Controls for Federal Information Systems and Organ@attons
http://csrc.nist.gov/publications/PubsSPs.html
1 NIST Special Publication 8083A, fiGuide for Assessing the Security Controls in Federal Information Systems and
Organization§, at: http://csrc.nist.gov/publications/PubsSPs.html


http://csrc.nist.gov/publications/PubsSPs.html
http://csrc.nist.gov/publications/PubsSPs.html
http://csrc.nist.gov/publications/PubsSPs.html
http://csrc.nist.gov/publications/PubsSPs.html
http://csrc.nist.gov/publications/PubsSPs.html

1 Manage the highest priority and most serious risks addressed by the subset of security
controls monitored by the DHS continuous diagnostics program based on risk assessment
information and the risk tolerance establishedhoijwidual departments and agees;

1 Helpagencies share or transfer risk, if appropriate;

1 Improve the effectiveness and efficiency of continuous monitoring programs; and

1 Improve the maturity of continuous monitoring programs across the Federal gonernme

These capabilities will be rolled up into an extensible dashbfaragencylevel and Federal
governmentwide views. A standard set of "dashboards” will help agenamsthe data on a daily
basis to find and fix their highest priority defects. Tdashboard will also automate Cyberscope
data feeds, and allow for more frequent transmission.

Sensor data feeds will be implemented in accordance with existing, idstglecy continuous
monitoring capabilities Currently, many of these existing continuousnihoring systems report to
Cyberscope through a manual process that will need to be autorfatrealyencies without an
existing continuous monitoring capabilithe DHS continuous diagnostics program will assist in
addressing that gap.

Strong Authentication : HSPD12

The 2009 Cyberspace Policy Review, issued at the direction of the Preligelighted the

importance of identity management in protectingthe man 6 s 1 n fHSRDeL2, isswedtnu r e .
August 2004, is a strategic initiative intended to enhance security, increase Government efficiency,
reduce identity fraud, and protect personal privadgPD 12 requires agencies to follow specific

technical stadards and business processes for the issuance and routine use of Federal PIV
smartcard credentials including a standardized
contr act o rSpaificibehefits bfthe staadardizegdentialsequired by HSPB12

include multifactor authentication and digital signature and encryption capabilities

With the majority of federal employees and contractors having received PIV smartcard credentials,

in FY 2012 the FederalGovernmentontinued tdocus a leveraging the electronic capabilities of

the PIV cards.This effort builds on OMBMemorandum M11-1 1 Continued Implementation of

HSPD 12 Policy for a Common Identification Standard for Federal Employees and
Contractors>dissued in February 2011 his memorandum outliea plan of action to expedite

the Executive Branchoés full use of the credent
implementatiorpolicy throughwhich the agency will require the use of the PIV credentials as the
commobn means of authentication for access to th;
systems.To be effective in achieving the goals of HSBP) and realizing the full benefits of PIV
credentials, the memorandum outlined specific requirements addressed in the agency policy.

12 The dasbhoards associated with the continuous diagnostics program are designed to be extensible in order to include other risk
related information (reflecting security controls implemented to address management and operational vulnerabilitieg)taecessar
developa more comprehensive view of department and agency risk postures.

13OMB M-11-1 1 Contihued Implementation of Homeland Security Presidential Directive (HSRIPdIRy for a Common
Identification Standard for Federal Employees and Contractors F e & 20tlais lgcated at:
http://www.whitehouse.gov/sites/default/files/omb/memoranda/201 Hii1ddf



To support this effort, the Fede@hief Information Officer CIO) Council and OMB developed a
segment architectuand mplemenation guidancé for Identity, Credential, and\ccess

Management (ICAM). This common gowmerentwide architecture supporthe enablement of

ICAM systems, policies, and processes to facilitate busarassigsfederal agencies and between
thefederal gvernment and its business partners and constitu€htsarchitecture provides

Federal agenes with a consistent approach for planning and executing ICAM programsll as

a comprehensive guide to achieving the target state of their progfdmasmplementation of

ICAM is leading to several benefits including: increased security; improvegdli@moe with laws,
regulations and standards; improved interoperability; enhanced customer services; elimination of
redundancy; and increased protection of personally identifiable informd@a#tM improves
information security posture across the Fedémternment through standardized and interoperable
identity and access control$he ICAM target state closes security gaps in the areas of user
identification and authentication, encryption of sensitive data, and logging and autlisngports

the inegration of physical access control with enterprise identity and access systems, and enables
information sharing across systems and agencies with common access controls and policies.
Thedocument includes addendums that speak to the best practices apjpr@aches and
technologies prior to their adoption within the agencigencies are required, by OMB-Ml1-11,

to align with the ICAMroadmagpn their implementation of HSRD2.

Additionally, the Department of Commerce National Institute of Standard$emithology (NIST)

is in the process of finalizing revision 2 of the HSPPstandard, FIPS 201 to address the
integration of PIV credentials with mobile devices and advances in technology. In support of this
effort, NIST is also working on a new Special Publication-859, titlediiGuidelines for Personal
Identity Verification (PIV) Derived Credéials.o

CyberStat

DHS, along with the OMB and the White House National Security Staff, continued to conduct
CyberStatreviews of selectedgencies in FY 2012CyberStat reviewarefaceto-face, evidence
based meetings to enswgenciesare accountableof their cybersecurity posture, while at the same
time assisting them in developing focused strategies for improving information security posture.
During FY 2012, CyberStat reviews were conducted with the followegenagencies: Department

of Justice; @fice of Personnel Management; United States Agency for International Development;
Department of Agriculture; Department of Transportation; Department of Labor, and the National
Aeronautics and Space Administration.

DHS performed an overall analysis bétagencies data selected for an FY 2012 CyberStat Review

andis continuing to work witlthe selected agencies to identify and correct weaknesses in their
cybersecurity programs. The reviews provided the opportunity for agencies to identify the

cybersecuty capability areas where they were facing implementation maturity challeigesop

challenges raised by agencies inctuaiganizational culture, technology (e tipe need to upgrade

legacy systemi support new capabilitiganternal process (e,d@istributed budget authority),

acquiring skilled staff, and ensuring that the necessary financial resources are allocated to the
Admini strationds pr i or intaddition,iCyberSta Raviews kighliglsed cy b e

14A copy of thefiFederal Identity, Credential and Access Management Roadmap and Implementation Guidance Veision 2.0
located at: http://www.idmanagemegay.

15 A copy of the draffiFIPS 2012: Personal Identity Verification (PI\Of Federal Employees and Contractdsslocated at:
http://csrc.nist.gov/publications/PubsFIPS.html



areas where agencieganeeting and exceedingquirementshat enabled DHS to put forward best
practices to other agencies.

DHS worked in collaboration with agency Chief Information Officers (ClOs) and Chief Information
Security Officers (CISOs) and carefully examined agespscific cybersecurity program data. The
intended outcomis topresent a time sensitive, prioritized action plan for the agency, informed by
current operational challenges and events, to improve overall agency performance. All actions from
the CyberStaReviews are followed to closure. Since the CyberStat Reviews began, agencies have
improved their progress by resolviagriousissues, identifying the need for assistance from

General Services Administratio®$A) surrounding asset purchases, and iterg with other

agencies to leverage best practicadditionally, OMB has assisted in coordinating meetings with
agency top leadership to address funding issues.

The CyberStat Reviews present the opportunity to stress to agencies the Cross Agency Priority

goals for cybersecurity and the metrics emphasized by the Administrdti@se include the

metrics constituting continuous monitoring, TIC compliance and ¢raéfnsolidation, and HSRD

12 implementation.The metrics data for the Cross Agency Priogibgls used in the CyberStat
Reviews was shared with the Presidentod6s Manage
Departments. The PMC provides the oppdtiuto engage the Deputy Secretaries ofGingef

Financial Officer (CFO) Act agenciego have them assist in driving implementation progress

towards key strategic enterprise cybersecurity capabilities. For the civilian agencies that did not
undergo a CybrStat review in FY 2012, DH®et withtheagency CI1 O and CI SO on
security postureThesesessions werdesigned to assifite assessmentofttegency 6 s FI SMA
compliance and challenges, identifying security best practices and raisingessaoé FISMA
reporting requirements while establishing mean
The analysis from tise meetings ikY 2011 enable HS t o track trends in t
strategies to ensure a consistent focus of secwitevabilities and threats, and these were

addresseith follow-up meeting irFY 2012 As this engagemerdontinuesin FY 2013,

identification of these trends will aid DHS continued actions to improve the overall security posture

of the FederaGovernment

Conducting Risk and Vulnerability A ssessments

Risk andVulnerability assessments entail working with organizattorsalyzeand independently

test their systems for vulnerabilities using tools and tactics comparable to those of a malicious third
party. DHS s targeing thecivilian agencies with a suite of-tlepth Risk and Vulnerability

Assessment (RVA) services that will provide a detailed evaluation of their technical capabilities
(tools and technologies) and operational readiness (people, processes, and security program
maturity) Assessed agencies will receive an objective risk analysis report that quantifies their
specific threats and vulnerabilities and provides a prioritized list of suggested remediationtactions
achieve the greatest return on investment for the agency.

By proactively engaging with agencies and providing security services designed to assist them in
establishing, communicating, and continuously improving their cybersecurity poftt8saims

to improvethe cybersecurity preparedness of the Fedapakernmaet and reduce the risk of

malicious compromise of Federal systems iaformation



Information Sharing and Safeguar ding to Prevent Unauthorized Disclosure

The Administration has continued to provide a priority focus on preventing the unauthorized
disclosure of Federal Government information in the face of increasingly sophisticated internal and
external threats. Executive Order 13587 (October 2011) established a Senior Exeftstivation
Sharing and Safeguardi@eering Committee that is-@haired ly the National Security Staff and

the Office of Management and Budget to coordinate policy regarding the sharing and safeguarding
of classified and sensitive information throughout the Federal Government from exploit,
compromise, and unauthorized discl@suilhe Order also established an Insider Threat Task Force
(ITTF) to deter, detect, and mitigate insider thrgaigernmenwide.

The Steering Committeaordinates with a number of other focused groups, including:

T The Nati onal Security Staff éagencyRdlicgr mati on S
Committee (ISAIPC)which serves as a focal point for a broad range of information sharing
issues that impact national security.

1T The Director of Naram Managér forthe inrimationgSeanimge 6 s Pr o
Environment (PMISE) plans, manages, and oversees the implementation of the Information
Sharing Environment across federal, state, local, tribal, and private sector boundaries.

1 The Committee on National Securityssgms (CNSS) provides a forum for the discussion
of policy issues, and is responsible for setting natitead! information securityolicies,
directives, instructions, operational procedures, guidance, and advisofiesdi@agencies
for the securityof National Security Systenterough the CNSS Issuance System.

1 The Insider Threat Task Force (ITTF) is intended to integrate counterintelligence, personnel
security, information security, human resources and other relevant functions, and disciplines
to effectively counter insider threats, while promoting appropriate sharing and safeguarding
of national security information consistent with civil liberties and privacy regulations.

Throughout 2012 the Steering Committee, ITTF, 8L, CNSS, and PNISE colaborated with
Federal agencies on the following additional activities across classified and unclHesifdb@nge
environments:

91 Developed the National Insider Threat Policy and Minimum Standards for Executive Branch
Insider Threat Programs (Minimum &tkards) which was issued by the President in
November 2012.

o0 The National Insider Threat Policy and Minimum Standards will strengthen the
Federal Government safeguarding postures through viable and effective Threat
Detection programs to enhance the pradecdf National Security Information.

1 Assisted agencies to establish viallgider threat detection and prevention programs
through periodic consultations and assistance visits.

16 For unclassified systems, FISMA requires the head of each Federal agpnayide information security protection
commensurate with the risk and magnitude of the harm resulting from unauthorized access, use, disclosure, disruptasimmodific
or destruction of information collected or maintained by the agency and inforragtitam used or operated by an agency or by a
contractor of an agency or other organization on behalf of the agency. FISMA requires similar protections to be prihgdezhty

of each Federal agency that is operating or exercising control over nagcoalty systems.
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1 Developed assessment procedures and, as directed by the Steering Committee, conducted
onsite evaluations to determine the adequacy of department and agedeythreat
programs to meet related policy and standards.

1 Identified best practices from astheFederalGovernmenthat can be leveraged for
shared services in the following areesntralized incident reporting; online identity
management; access control; and enterprise audit.

B. Supporting Safe and Secure Adoption of Emerging Technologies

TheFederal Governmetig harnessing the transformative poweewferging technologies such as
cloudcomputing mobile computing and wireless platforms, applications and to@#itiently and
effectivelyprovide the American people and Federal employeessadd~ederalinformation,
services and resources when, where and how they want thesrder to seamlessiytegratethese
innovative solutiongto government operations, we must minimize the inherent security risks
associated with tlsetechnologes

Facilitating Mobile Security

In May 2012, the President signed a Memorandum issuing the Digital Government Strategy, which
was designed to build a 21st Century digital government that delivers better services to the
American peopleThe strategy embcas the need to innovate and architect systems and services to
leverage the unique capabilities of mobile devices, while recognizing that architecting for openness
and adopting new technologies has the potential to make devices and data vulnerablétgsmalic

or accidental breaches of security and privacy.

It is imperative that security, privacy, and data protection mechanisms be built in throughout the
entire technology life cycle in order to promote greater information sharing and collaboration
throughthe use of mobile technologie$o further this objective, NIST has issued a series of
resources to assist organizations in managing challenges associated with increased use of mobile
devices.In July 2012, NIST issued draft Special Publication-&2@ Revisionl; fiGuidelines for
Managing and Securing Mobile Devices in the Enterprigehelp organizations centrally manage
and secure mobile devices (organizagovavided and personalgwned) against a variety of

threats. NIST also researched and issued draft Special Publicatid®8@Guidelines on
HardwareRooted Security in Mdke Device®, to provide a common baselinesgfcurity
technologies that can be implemented across a wide range of mobile devices, helping secure
organizationissued and personallywned devices brought into an organization.

Much like mobile devices, mdb applications must also be managed and secuMedbile devices

are designed to make it easy to find, acquire, install, and usetriylapplications.This poses
security risks, especially for mobile device platforms that do not place securiigti@ssror other
limitations on thirdparty applicationsNIST has conducted research in new testing methodologies
for mobile device apps and plans to release guidelines to provide a methodology for testing and
vetting thirdparty applications that arestifibuted through various app stores.

The increased adoption and use of mobile devices and technologies, coupled with tluedonti
implementation of variousdéeral telework initiatives, is enabling a growing and more efficient
mobile workforce. Telewak provides benefits beyond continuity of operations, such as in reducing
transit subsidy and real estate costsplementing an effective telework strategy affects several
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areas of consideration, such as huroapital policies and procedures, telecommation
infrastructure, and facility space utilizatioAs with any initiative, if telework is not properly
implemented, it may also introduce new information security and privacy vulnerabilities into
agency systems and networks.

In the coming yealIST, working collaboratively with agencies and industry, plans to issue a

series of publications that will assist agencies in securing their mobile device and telework
implementationsNIST plans to issue draft Special Publication-8807 that will provie technical
specifications for the use BV derived credentials to enable authentication services for mobile

devices that do not currently provide easy or practical support for smart H8IE also plans to

issue drafSpecial Publication 80014 Rewsion 1,iUs er 6 s Gui de to Tel ewor k
Own Device (BYOD) Security which will provide recommendations for securing BYOD devices
used for telework and remote access, as well a
own networks.In addition, NIST plans to releadeaft Special Publication 8806 Revision 2,

fiGuide to Enterprise Telework, Remote Access, and Bring Your Own Device (BYOD) Sedority
provide information on security considerations for several types of remote adcéissisp

including recommendations for securing a variety of telework and remote access technologies.

FedRAMP and the Safe, Secure Adoption of Cloud

To accelerate the adoption of cloud computing solutions across the government, the Administration
made oud computing an integral part thfe fi25 Point Plan to Reform Federafdrmation
TechnologyManagemenit!’ The FederaCloud Computing StratedYidentified ensuring the

safety, security and reliability of da&s an important challenge in moving to cloud computing
environments.Recognizing this challenge, the Fedd&Z#D published on December 8, 2011 the

policy memaq "Security Authorization of Information Systems in Cloud Computing Environraents
This memdormally establiskdthe Federal Risk and Authorization Management Program
(FedRAMB andsetout roles and responsibilities, implementation timelines, and requirements for
agency compliance.

The FedRAMP Prograrmachieved its ¥ 2012 milestones in an effad create a standard approach

for conducting security assessments of cloud syst&hertlyafter its launchFedRAMP published

a baseline set of security controls and developed a comprehensive concept of operations, conformity
assessment process, andtoarous monitoring framework for Federal agencies to use when

leveraging FedRAMPOn June 6, 201ZedRAMP launchd Initial Operational Capability, and

begin accepting applications from Cloud Service ProvideeslRAMP actively engaged public and
privatesector stakeholders to refine its processes, conducted informational sessions and specialized
training, and prepared for the |l aunch of Full
2012 achievements serve as asabhdavil actelermtethd or FedR
adoption of secure cloud solutions in government through the reuse of assessments and
authorizations

17Of fice of Management and Bud2zpéoint i mpleméntatiof Rlandd Reformfrederahat i on Of f i
Information Technology ManageménbDec. 9, 2010 ahttp://www.cio.gov/documents/2pointimplementatiorplanto-reform-
federal%20it. pdf

18Of fice of Management and Bu dIgederalCloudCBmputi@chStradgy | Rélor m&t i 201 DOf & i
http:/Avww.cio.gov/documents/Feder@loud-ComputingStrategy.pdf
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In support of the Federal cloud computing efforts, NIST developed a draft Federal Government
cloud computing roadmap which dams the higkpriority requirements regarding security,
portability and interoperability needed to further USG cloud computing adoption, and provides
useful information for cloud adopterghe purpose of the roadmap is to accelerate Federal
agencies' aqaion of cloud computing, support the private sector, improve information available to
decision makers, and facilitate the continued development of the cloud computing model.

Additionally, NIST continues to collaborate with a broad group of Federalrsillars to reach

consensus on cloud security, portability and interoperability standardization priorities as GSA

develops and makes secure governawgde cloud procurement vehicles available to

agencies.Taken together, these initiatives, along with ayespecific efforts under FISMA, will

ensure the Federal Governmentoés shift .to the ¢

Implementing Internet Protocol Version 6

In September 2010, OMB issued a memorandueguiing Executive Branch agencits

operationally deploy riave Internet Protocol Version 6 (IPv6) for public Internet servers and

internal applications that communicate with public serf®rEhis directive builds upon an August
2005memoranduff, A Transiti on Pl aonlniVhegr sfioorn |6ed {@thénvest) OP,|
key early step of IPv6 deployment in all Federal Governmemtarktbackbones in 2008Pv6 is

expected tomableubiquitous security services for etmend network communications that will

serve as théoundationfor securing future &deral IT systems

It is essential that Federal agencies migrate to IPv6 to ensure continuity of operations; however,
IPv6 will also lead to new challenges and types of threats facing an organization. To address these
challenges, iduly 2012, the Federal Government released a roadmap for transitioning to the next
generation Internet networking technologhhis RoadmapfiiThe Planning Guide/Roadmap Toward
IPv6 Adoption within the U.S. Governmémwas jointly developed with the AmerinaCouncil for
Technology Industry Advisory Council (ACTIAC) and provides best practices on how to
successfully implement the next version of the Internet Protodl6. The IPv6 Roadmap, along

with NIST Special Publication 860192 includesguidancefor securelyimplementing IPvéwithin

the Federal enterprise.

National Strategy for Trusted Identities in Cyberspace

In response to demand for improved digital identification from the private sector, other levels of
government, and the general publie Administration released thidlational Strategy for Trusted
Identities in CyberspacdNSTIC)®in April 2011. The NSTIC calls for a publiprivate
collaboration to create an Identity Ecosystemmarketplace of more secure, convenient,
interoperableand privacyenhancing solutions for online authentication and identificatidre

19Me morandum dated Sept tionB8terna Prdtabal VeionGj(lBw Bee:httgs:Haioayov/svp
content/uploads/downloads/2012/09/TranskHionPv6.pdf.

Agency status towards IPx@habling public Internet servers is available on the NIST IPv6 Deployment Monitott@at/fedve
deployment.antd.nist.gav/

Memor andum dated Aug. 5, 2005. Subject: ATransition Planning
http://www.whitehouse.gowgites/default/files/omb/assets/omb/memoranda/fy2005/220pdf

22 NIST Special Publication 86019, Guidelines for the Secure Deployment of IPv6, was issued in December 2010 and can be
accessed athttp://csrc.nist.gov/publications/nistpubs/8D09/sp®0-119. pdf

23 Located athttp://www.whitehouse.gov/sites/default/files/rss_viewer/NSTICstrategy 041511.pdf
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NSTIC outlines an approach for the executive b
development of this online identity environment, in which individualsagenizations can utilize

secure, efficient, eadp-use, and interoperable identity solutions to access online services in a

manner that promotes confidence, privacy, choice, and innovditlmak-ederal CAM roadmap

discussed earlier will continue toida Federal efforts, while the NSTIC will build off of the

principles of the ICAM activities to provide the framework for the broader public and private,

national and international efforts.

In support of NSTIC and ICAM, severgéderal agencies are waonkgg with the United States Postal
Service who will oversee a Federal Cloud Credential Exchange (FCCX) pilot in 2013. The FCCX
will serve as a Government Operated Service that will provide a consistent approach to
authentication for citizen facing systemmslaapplications.It will provide a secure, privaey

enhancing, efficient, eagp-use and interoperable mechanismdgovernment applications to

accept EderallCAM Trust Framework Provider approved, externally issued credentials.

C. Building the 21 st Century Workforce

To protect and defend the nationbés digital i nf
developan agile, highly skilled workforce capable of responding to a dynamic and rapidly

developing array of threatdn the pasttherehas ben little consistency in how the cybersecurity

workforce and cybersecurity work is defined or described throughout the nation. The absence of a
common language to discuss and understand the work and skill requirements of cybersecurity
professionals haseee r el y hi ndered our nationbés ability t
develop cybersecurity talent in the current workforce, and prepare the pipeline of future talent.
Establishing and using a common lexicon and taxonomy for cybersecurkyawo workers is not
merely desirable, but critical to the nationds
following actions have been undertaken in 2012.

Established National Cybersecurity Workforce Framework

Defining the cybersecurity papation consistently, and using standardized terms, is an essential

step in ensuring that our country is able to educate, recruit, train, develop, and retain-a highly

qualified workforce.To meet this needhéfiNational Cybersecurity Workforce Frameworkas

finalized and approved by the Office of Management and Budget in September 2012 and published
on the National I nstitute for Standards and Te
Cybersecurity Education (NICE)website at https://www.nist.gov/ni¢glmework. The

Framework lists and defines 31 specialty areas of cybersecurity work@ndgsra dscription of

each. Each of the types of work is placed into 1 of 7 overall categories. The Framework also

identifies common tasks and Knowledge, Skills, and Abilities (KSAs) associated with each

specialty area.

The Frameworlprovides the groundworky @ baseline, by which organizations can develop their
Human Capital Management programs, including defining roles, designing competency models,
standardizing job descriptions, and providing specialized training. The Framework will be used as
guidarce tothe FederalGovernment It will be made available to the private, public, and academic

24 NICE is aFederal and nationally coordinated effort focused on cybersecurity awareness, education, training, and professional
development. Definigpthe cybersecurity population consistently, and using standardized terms, is an essential step in ensuring that
the country is able to educate, recruit, train, develop, and retain a-higlified workforce.
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sectors for describing cybersecurity work and workforces, anckléed education, training, and
professional development sectors.

The Framework was developedasar ect result from the White HOo
guantify, and develop an effective cybersecurity workforaenttance® ur Nat i ondés cr i t |
infrastructure. The Frameworkflectsthe collaboratve effortsof over 20Federal agenciesnd

numerous national organizations from within academia and general industry.

Established Online Resources for Education and Awareness

The National Initiative for Cybersecurity Careers and Studies@S)@ortaf® , a public facing
website, was developdry DHS to be an online resource for cybersecurity awareness, education,
training, and career information. The vision of € portalis to providea national resource to
elevate cybersecurity awareness and affect the change in the American publict toaduape of
cyberspace security and to build a competent cybersecurity workfbneNICCS portalleverages

the efforts of government, industry, and academia to provide a comprehensive, single source to
address cybersecurity informational and neédse portal also includes information researched and
developed through NICE, DHS and other organizations in government, industry and academia as
well as the initial efforts of thBCybersecurity Training and Education Catalaghich will provide

a robust ad representative resource of available cybersecurity training that aligns to the specialty
areas within the Framework.

Released Workforce Development Matrices

The Information Security and Identity Management Committee (ISIMC) and the IT Workforce
Committee (ITWC) of the Federal CIO Council publicly released four Cybersecurity Workforce
Development Matrices and the accompanyi@gbersecurity Workforce Developmiedatrix
Resource Guidein December 207%. The matrices are intended to give Federal agencies a
common framework for describing competencies/skills, education, experience, credentials and the
training needed by performance level for each of the idemtifikes. The resource guide supports
the initiative by providing agency personnel with a desktop reference for developing human capital
and workforce development activities, with a particular focus on their Cybersecurity workforces.
The NICE Career Roadmp was developed in conjunction with the Framewak future updates
to Cybersecurity roles and matrices will be based on both the Roadmap and the Frariéeork.
filnformation Technology Workforce Assessment for Cyberse@fity’VAC) was an ITWC and
DHS partnership effort completed for federal agencies to further identify the composition and
capabilities of the federal IT civilian workforce executing cybersecurity responsibilities. This
assessment assists with:

1 Identifying Federalemployees with cylreecurity job responsibilities;

1 Establishing a baseline of current cybersecurity capabilities and proficiencies among the

Federaworkforce; and
1 Understanding the scope of the cybersecurity workforce pipeline.

25 Located athttp://niccs.uscert.gov
26 Located at: http://www.cio.gov
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Empowering a Mobile Workforce

The inceased adoption and use of mobile devices and technologies, coupled with theecbnti
implementation of variousdeleral telework initiatives, is enabling a growing and more efficient
mobile workforce. Telework provides benefits beyond continuity of operet, such as in reducing
transit subsidy and real estate costsplementing an effective telework strategy affects several
areas of consideration, such as huroapital policies and procedures, telecommunication
infrastructure, and facility space utdéizon. As with any initiative, if telework is not properly
implemented, it may also introduce new information security and privacy vulnerabilities into
agency systems and networks.

In the coming year, NIST, working collaboratively with agencies andsinguplans to issue a

series of publications that will assist agencies in securing their mobile device and telework
implementationsNIST plans to issue draft Special Publication-880J that will provide technical
specifications for the use BV derived credentials to enable authentication services for mobile

devices that do not currently provide easy or practical support for smart 886 also plans to

issue drafSpecial Publication 80014 Revision 1fiUs er 6 s Gui de t o Tel ewor k
Own Device (BYOD) Security, which will provide recommendations for securing BYOD devices
used for telework and remote access, as well a
own networks.In addition, NIST plans to releaseaft Special Pulitation 80046 Revision 2,

fiGuide to Enterprise Telework, Remote Access, and Bring Your Own Device (BYOD) Seduority
provide information on security considerations for several types of remote access solutions,

including recommendations for securing a variety of telework and remote access technologies.

D. Improving Cost Effectiveness

Strategic Sourcing

The Federal Govament has moved to leverage its buying power to help agencies obtain the
security tools they need. The Information Systems Security Line of Business (ISSLoB) is a cross
government strategic sourcing initiative that identifies common information seceetls across

the Federal Government and delivers product and service solutions to improve information security
program performance, reduce overall costs, and increase efficiency and standardization across U.S.
Federal, State, and local governments. 1SStelB/ers these solutions through the establishment

of government Shared Service Centers (SSCs) and the establishment of goveridment

acquisition vehicles in partnership with GSA.

In FY 2012, the ISSLoB continued promoting the use of the Situatiomatexess Incident
Response (SAIR)ier | and RMF Blanket Purchase Agreements (BPAs). Federal agencies
purchasing products off the BPAs realized an additional $14 million in cost avoidance versus
standard GSA pricing for the same information security prtsduAdditionally, the Shared Service
Centers providing general Security Awareness Training §SAGr 1 i excluding OPM, DOD, and
VA T realized almost $9 million in cost avoidance and Authorization & Accreditatexcluding
DOI National Business CenteéBureau of Public Debt, and D@3howed more than $5 million in
cost avoidance when compared to GSA Schedule 70 pricing.

ISSLoB developed the requirements $tuational Awareness Incident Respo(SAIR) Tier Il
Continuous Monitoring Tools, whichalie evolved into requirements supporting the DHS
Continuous Diagnostics and Mitigation Program and will continue to work with its acquisition and
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Federal civilian agency partners to continue examining opportunities for delivering an economical
means to imi@ment security capabilitiescross the Federal enterprise.

lll.  Security Incidents and Response in the Federal Government

The United States Computer Emergency Readiness Teaf€@BRI) receives computer security
incident reports from the Federal Governm&tate/Local governments, commercial enterprises,
U.S. citizens and international Computer Security Incident Response Teams (C3IRfs)total
number of incidents for each group can be fountiable 1below.

Table 1. Incidents Reportedto US - CERT in FY 2012

ReportingSource Total Number of

Incidents
Federal Government Total 48,842
Federal Government: CFO Act 46,043
Federal Government: Ne@FO Act 2,799
Other (State, Local, Tribab@&rnments andCommercigl 104,201
TOTAL 153,043

The total number of reported incidents impacting the Federal Government increased by
approximately 5% from FY 2011 while the number of reported incidents from all sectors combined
increased by approximately 42% for the same period.

1 InFY 2011, USCERT reeived a total of 107,655 reports, of which 43,889 of impacted
Federal agenciesThis includes both CFO Act and N@FO Act agencies.

1 InFY 2012, USCERT received a total of 153,043 reports, of which 46,043 of impacted
CFO Act agencies and 2,799 impackmh-CFO Act agencies.

For FY 2012, USCERT processed 153,043 incidents as categotizEjure 2* Phishing, a type

of social engineering which is reported voluntarily to-OBRT by private individuals and
organizations, continues to be the most widely reported incident type. As indickigdri 2,

which includes a breakout of all incidents repottetdSCERT in FY 2012, phishing accounted for
68.3% of total incidents reported. Defians for all attributes are in Table 2.

A computer security incident, as defined by NIST Special Publicatior680 a violation or imminent threat of violation of
computer security policies, acceptable use policies, or standard computer security practices.

Formoreinformation, refer to the USERT website at: http://www.usert.gov/.
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Figure

Category/Sub

Category

Unauthorized
Access

2. Summary of  Total Incidents Reported to US - CERT in FY 2012

Equipment 8,057 (5.3%)

Policy Violation 9,194 (6.0%)

Non Cyber 13,685 (8.9%)
Suspicious Network Activity 2,918 (1.9%)
Unauthorized Access 347 (0.2%)
Denial of Service (DoS) 27 (0.0%)
Malicious Code (Malware) 8,847 (5.8%)
Improper Usage 690 (0.5%)

Social Engineering
Other

Phishing

Grand Total

2,459 (1.6%)
2,346 (1.5%)
104,473 (68.3%)
153,043 (100.0%)

Table 2.US - CERT FY 2012 Incident Definitions

Usage

Unauthorized Access is used to categorize all incidents where an unprivileged user gains or may have gained c
a system or resource. Eguient is a specific subset of this category.

Equipment

This subset of Unauthorized Access is used for all incidents involving lost, stolen or confiscated equipment, incly
mobile devices, laptops, backup disks or removable media.

Denial of Service
(DoS)

This category is used for all successful DoS attacks, such as a flood of traffic which renders a web server unava
legitimate users.

Malicious Code

Used for all successful executions or installations of malicious software which aremetliately quarantined and
cleaned by preventative measures such as-aintis tools.

Improper Usage

Improper Usage is used to categorize all incidents where a user violates acceptable computing policies or rules
behavior. These include spillage diommation from one classification level to another. Policy Violation is a specific
subset of this category.

Policy Violation

This subset of Improper Usage is primarily used to categorize incidents of mishandling data in storage or transit,
digital Pl records or procurement sensitive information found unsecured or PII being emailed without proper
encryption.

Social Engineering

Social Engineering is used to categorize fraudulent web sites and other attempts to entice users to provide sens
information or download malicious code. Phishing is a subset of Social Engineering, which is itself a subcategor
Attempted Access.

This is a specific subset of Attempted Access / Social Engineering which is used to categorize phighmitsgaindid

Phishing campaigns reported directly to phishimgport@uscert.gov from both the public and private sectors.
Suspicious This category is primarily utilized for incident reports and notifications created from EINSTEIN and EINS&EIN 2
Network Activity analyzed by USERT.

Non Cyber is used for filing all reports of Pll spillages or possible mishandling of PIl which involve hard copies o
Non Cyber : L=

material as opposed to digital records.

For the purposes of this report, a separateerset of multiple sulzategories has been employed to accommodate
Other several lowfrequency types of incident reports, such as unconfirmed tiadty notifications, failed brute force

attempts, port scans, or reported incidents where the cause is unknown.

During FY 2012, USCERT processed6,043incidentsreported by CFO Act agencias
categorized irFigure 3 A list of CFO Act agencies can be found in Appertlix



Summary of CFO Act Agency

. —@ Equipment
Policy Violation

Incidents Reported to US

Non Cyber

Suspicious Network Activity
Unauthorized Access
Denial of Service (DoS)
Malicious Code (Malware)
Improper Usage

Social Engineering

- CERT in FY 2012

7,664 (16.6%)
8,888 (19.3%)
13,256 (28.8%)
2,287 (5.0%)
340 (0.7%)

23 (0.0%)
8,085 (17.6%)
684 (1.5%)
2,398 (5.2%)

Other
Grand Total

2,418 (5.3%)
46,043 (100.0%)

e

CFO Act agencies primarily reported incidents involving the loss or theft of IT equipment, such as
laptops, mobile devices, authentication tokens or smart cards, and incidents involving the
mishandling of potentially sensitive or contesllunclassified information. Where incidents involve
the mishandling of sensitive information without a cybersecurity component, such as the loss of

hard copy PIlIl records, thoseERTFortheérstenieoei zed a
have inclu@d detailed security incident information reported by agendigse chart on security
incidents reportelly each CFO Act agen@an be found in Appendix
Federal agencies are not required to report attempted phishing incidents and primarily report
incidents which involve the compromise of IT assets and/or spillage of sensitive information.
During FY 2012, USCERT processed, 799incidents reported by neBFO Act agencies as
categorized irFigure 4.
Figure 4. Summary of Non- CFO Act Agency Incidents Reported to US - CERT in FY 2012

Equipment 393 (14.0%)

Policy Violation 306 (10.9%)

Non Cyber 429 (15.3%)

Suspicious Network Activity 631 (22.5%)

Unauthorized Access 7 (0.3%)

Denial of Service (DoS) 4 (0.1%)

Malicious Code (Malware) 762 (27.2%)

Improper Usage 6 (0.2%)

Social Engineering 61 (2.18%)

Other 200 (7.15%)

Grand Total 2,799 (100.0%)
Non-CFO Act agencies primarily reported incidents involving infections of malicious code and
nontcyber related Pll spillagesi Sus pi ci ous Network Activityo rep

potentially unauthorized network traffic observed by-OBRT analysts utilizing the Einstein
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sensor networkThe remainder of incident reporting committed by+@#FO Act agencies is
consistent in composition with CFO Act reporting, suggesting that eticags face similar risks
and deal with similar problems regardless of size.

The Federal Government continues taking significant measures to more accurately and efficiently
identify and respond to security incidents when they ockukEY 2012,US-CERT isued multiple
products to Federal and private sector partners to promote information sharing and to help prevent
and mitigate cyber attacks. These products,(&ayly Warning and Indicator Notices (EWINS),
Security Awareness Reports (SARs), and DepartfAgency Cyber Activity Reports (DCARS)

among others) often included information gathered through analysis of suspicious traffic detected
via the Einstein system.

US-CERT releases EWINs to notify agencies and partner organizations of malicious activitie
EWINs provide indicators for administrators to prevent or identify infections in their systems. US
CERT also provided mitigation steps with SARs and followed up with impacted agencies.

In addition to EWINs, USCERT issues weekly DCARs to detail ashmcument cybersecurity

trends observed in the .gov domain for senior cybersecurity leaders in the Federal Government.
US-CERT compiles weekly data generated through analysis of agency reporting and Einstein

activity, which provides context for the commibmeats to Federal stakeholders, as well as agency
specific data for some agencies. Beyond the standard suite of produ@&RISalso engages in

numerous joint efforts with the Federal Bureau of Investigation (FBI), Industrial Control Systems
ComputerEmergency Response Team ({ERT), and NCC among other organizations.- US
CERTO6s coll aboration with aforementioned entit
Joint Indicator Bulletin (JIB) and the Joint Security Awareness Report (JSAR).

The Federal Government continued to sponsor research and development of an insider threat
assessment methodology and corresponding mitigation strategies through the CERT Insider Threat
Center. This allows for ongoing case collection and analysis, develbpfreescalable, repeatable
insider threat vulnerability assessment method, creation of a training and certification program, and
development of new insider threat controls in the CERT Insider Threat Lab. Mitigating the
malicious insider remains a sigmiéint challenge and requires the composite application of several
tactics and capabilities that build one upon the other. The CERT Insider Threat Center has
accelerated, and will facilitate, the identification and adoption of future insider threat controls
through FISMA.
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IV. Key Security Metrics

In FY 2010, FISMA reporting began the evolution from a compliance driven security focus to a
performance and outcome based fodune information security metrieggedesigned to assess the
implementation oSecurity capabilities, measure their effectiveness, and ascertain their impact on
risk levels. The FY2012 FISMA metrics were developed through a collaborative effort from DHS,
theFederalCIO Council, and several other organizations and working grolips.new baseline
established in F2012 will continue to allow for the measurement of progress in multiple security
capability areas both within agencies and across the Feaeesprise.Where agencies require
improvement in particular areas, the Cyhat®rocesses, discussed in Section Il, will be leveraged
to assist in improving agency performandéis section includes agency specific metrics data
reported byCFO Act agenciesand summarynetricsdata reported by ne@FO Act agencies.

Additionally, CFO Actagencies reported detailed security cost information through their Exhibit
53B submissions as part of their budget submissions to QRfBrmation reported by the agencies
included personnel costs for government and contractor resources, teptesigng costs, training
costs,andcosts forRisk Managemerdctivities(as required biNIST Special Publication 8687,
Guide for Applying the Risk Management Framework to Federal Information Systems

A. Information Security Metrics for CFO Act Agences

The following sections highlight the FISMA metrics for ess Agency Priority Goaldiscussed

in Section I, as well as oth&ey FISMAmetrics for FY 2012 All data are as reported by agencies
with the exception of Domain Name System Secuittiensions (DNSSEC) data which are
validated values obtained through compliance scans asideoassessments conducted by DHS.

Table 3below provides a comparison of FISMA capabilities from FY 2011 to FY 2012. More
specific information on each of theswtrics is outlined in this section.

Table 3. Comparison of FISMA Capabilities from FY 201 1 toFY201 2
Capability Area FY 2011 FY 2012
Automated Asset Management 80% 86%
Automated Configuration Management 78% 70%
AutomatedVulnerability Management 80% 83%
TIC Traffic Consolidation 65% 81%
TIC 1.0 Capabilities (Includes Einstein 2) 72% 84%
PIV Logical Access (HSED) 66% 57%
Portable Device Encryption 83% 90%
DNSSEC Implementation 65% 74%
E-Mail Validation Technology 58% 64%
Remote Access Authentication 52% 53%
Remote Access Encryption 83% 82%
Controlled Incident Detection 49% 63%
USCERT SAR Remediation 97% 96%
User Training 99% 88%
Users with Security Responsibility Training 92% 92%
Detect and BlockJnauthorized Software n/a 60%
Email Encryption n/a 35%
GovernmentWide Average 75% 74%

NOTE: Email Encryption anBetectand BlockUnauthorizedSoftware were not measured until B@12.
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Thesemetricsare alsausedto track progress againsttCAP goalgTIC security capabilities and
traffic consolidationcontinuous monitoringand HSPDB12 implementation for logical accgss
Overall, CAP goal®iave shown an overall improvement from 73% in FY 20117%6 ih FY 2012.
Progressgainst CAP goals provided in Figure 5

Figure 5. Percentage Implementation of Administration FISMA Priorities in FY2011
and FY2012

Administration's Priority Cybersecurity Capabilities

CAP Target CM: 95% CAP Target PIV: 90% CAP Target TIC: 95% CAP Target TIC: 100% CAP Target: 95%
100% FY13 Target: 86% FY13 Target: 74% FY13 Target: 88% FY13 Target: 92% i FY13 Target: 85%
90% - i
80%
@
-]
8 70%
c
<
] 60% -
a
=
g 50% - mFY11
£
E 40% mFY12
2
g  30%
20% -
10% |
0% !
Continuous Strong TIC Consolidation TIC Capabilities Cyber CAP Progress
Monitoring Authentication
Note:
1  ContinuousMonitoring is comprised dhe following capability area®\utomated Asset Management, Automated Configuration
Management, and Automated Vulnerability Management.
1  Strong Authentication isomprised of th@IV Logical Access (HSPR2) capability area.
1  TIC Consolidation is comprised of the capability area TI&ffiz Consolidation.
1  TIC Capabilities is comprised of the capability area TIC 1.0 Capabilities (Includes Einstein 2).
1 Cyber CAP Progresgpresentsn average ofZontinuousMonitoring, Strong Authentication, TIC Consolidation and TIC Capabilities.

Contin uous Monitoring

The increased adoptiarf continuous monitoringvill ensure greater security through constant
review. Recognizing the value of and need to incorporate feedback and improvements from other
agencies, thexecutive Office of the Presidehasdesignated the Joint Continuous Monitoring
Working Group (CMWG3’ as the forum for interagency continuous monitoring program
coordination. This groupas determined that asset management, configuration management, and
vulnerability management are the fisseas where continuous monitoring needs to be developed.
The three required data feeds to CyberScope II.@sset inventory, system configuration, and
vulnerability management) have provided insight into the number of systems that are being
managed nder automated asset, configuration, and vulnerability management.

29 The Federal CIO Council Information Security and Identity Management Committee (ISIMC) @astidonitoring Working
Group (CMWG) and the Committee on National Security 3ye ms ( CNSS) CMWG are jointly referre
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In FY 2012 all CFO Actagencies have shown the abilitystaccessfullysubmit automated data

feeds taCybeiScope Figure 6illustrates the percentage of IT assets with automated access to asset
inventory, configuration management, and vulnerability management information by agrefdy.

2012, agency implementation of automated continuous monitoring capabilitieasedlightly to

80% as compared to 79% FY 2011

Figure 6. Percentage of Continuous Monitoring Capabilities Report ed by Agencies
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*Note:VAOGsSs status represents a subset of their assets.

Although there was significant progress in asset and vulnerability management, this was
outweighed by a substantial decline in configuration manageréi.is in part du¢o the fact
thatDOD decreaseftrom 95% in FY2011 to 53% in FY2012 which is a reult of the change in
reporting criteria for the Configuration Management metfibis caused the governmenide
average for continuous monitoring to decli@@her agencies, includirtpe Office of Personnel
Management, United States Agency for Intéioral Development, Department of Homeland
Security, and Small Business Administratramsedtheir continuous monitoring score by more than
35% from FY2011 to FY2012.

The goal of asset inventory management capability is to be able to account foo ¥00% ge ncy 6 s
assets using an automated asset management system and to identify and remove unmanaged assets
before they are exploited and used to attack other ageefy. 2011, agencies reported automated
inventory capturing with a success rate of 80U,in FY 2012 the success rate increase®b6%o.

Improved configuration management and the developmemicafs configuration baselines allow

for the operating system to be hardemadking it more difficult for attackers to exploit any

vulnerabilities. All but one agencf.e., USAID) reported that secure baselines had been defined

for each operating system installed and in use on its ags@tsystem configuration, automated

tools were used to keep tr ack baselidecanfigm@iianste a gen
installed configurations in an effort to maintain consistent baselines and remediatemaant

baseline configurations for all information systeris FY 2011, agencies reported that the
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automated configuration managemematality was78%, and this levalecreasetb 70% in FY
2012.

Agencies also made modest progress in the use of automated vulnerability management systems
that scan agency IT assets for common vulnerabilities (software flaws, required patches, etc.) and
facilitate remediation of those vulnerabilitids. FY 2011, 80% of assets were being managed with
an automated vulnerability management capabilitypresent, analysis of the vulnerability
management capability across the government sB8%sof assetare being managed with an
automated vulnerability management capabilfykey goal of configuration and vulnerability
management is to make assets more difficult to exploit by following published guidelines and best
practices.

Trusted Internet Connecti ons (TIC)

The TIC, a front line of defense for agencies, continued to make progress by the adoption of trusted
providers for external telecommunications access pohitseteen agencies are TIC Access

Providers (TICAPS) and are responsible for managintfCaand the attendant requiremenEour
vendors have been designated to provide Managed Trusted Internet Protocol Services (MTIPS) to
agencies that want the TIC capabilities but choose not to become their own TDOAP.

implemented an equivalent initiée and thus is exempt from TIG\gencies underwent TIC
compliance validation assessments by DHS for implementation of the 51 critical security
requirements that comprisiee TIC Reference Architectures¥sion1.0capability and for the

percentage of their external network traffic passing through a TIC MTIPS venlder.

consolidation of external network traffic increased from 65% in FY 2011 to 81% in FY 2012 for the
24 CFOagencies (exceptingOD). The implementi#on of TIC Reference Architectuiersionl.0
critical security capabilities also increased from 72% in FY 2011 to 84% in FY Zidare 7

illustrates percentage of TIC security capabilities and traffic consolidasiamplemented by

agencies.

Figure 7. Percentage of TIC Security Capabilities and Traffic Consolidation
Implemented by Agencies
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Strong Authentication: HSPD -12

In February 2011, OMB and DHS issued Memorandu+filM 1 directing agencies to issue policy

and formul&e an action plan for the full implementation of HSPRY As of September 1, 2012,

agencies reported that 96% of employees and contractors requiring PIV credentiatr dsg have

received themWith the majority of the Federal workforce now possegshe cards, agencies are

in a position to accelerate the use of PIV cards forfawetor authentication to agency networks.

Two-factor authentication requires two separate means of asserting an identity, such as something

you have (smartcard) and somathyou know (PIN), reducing the risk of the assertion of a false

identity. Figure 8shows, by agency, the issuance progress and percentage of user accounts that
require PlV cards for access to the agencyds n

The FY 2012 FISMA metrics data indicates that 57% of government user accounts are configured

to require PlIV cards to authenticat eAdemeasegencii
at DOD and a significant decrease at USDA impacted the oveesigerz. However, GSA,

Education andHealth and Human ServicddKlS) reported significant increaseét this time last

year, six agencies reported that 5% or more of user accounts required PIV cards for authentication,
with four of those agencies at 44%hmtter. In FY 2012, mandatory PIV use increased to seven

agencies reporting 8% or better and again four agencies reporting 45% or @étter.remaining

17 agencies, two reported between 1% and 2% of employees were required to use their PIV cards to
authenticate to the agency network, and 15 reported 0%.

Figure 8. Smartcard Issuance Progress and Percentage of User Accounts that
Require the Use of PIV Cards for Network Access Reported by Agencies
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*All PIV card issuance percentages are from September 2012, and PIV card usage percentages are from November 2012
**GSA reported 79% PIV card issuance and 92% PIV card usage for network access

Portable Device Encryption

As the Federal Government increasingly makes use of laptop computers and other portable
computing devices, it becomes even more essential to ensure data on those devices is properly
secured.The ultimate goal is to have 100% of all portable computing deweacrypted with

Federal Information Processing Standards (FIPS)2l48lidated encryptigrper M-06-16%°.,
Similar to | ag2cgptused tbesencrggionmperaentagd-o¥all mobile assets to
include laptops, netbooks, tablgpe computersBlackberries, personal digital assistants,
smartphonedJniversal Serial BusSB) devices and other mobile hardware assktsY 2012
agencieshave reported continued progress in implementing this capabilityY 2011 the reported
governmenwide average was 83%, but in FY 2012 the governmadée average is 90% with a

third of the agencies achieving 100% encryptibfobile devices argulnerableto the loss of

sensitive data because they move outside the protection of physical and electraaric thatr

protect other hardware assefhese devices are also vectors to carry malware back into the
intranet environmentThe use of encryption of data at rest and/or in motion is vital to protect that
datads confident i alliyt Bigure 9showsahg parcenyjagesohadehayr av ai |
portable devices with FIPS 145' validaed encryption.

Figure 9. Percentage of Portable Devices with Encryption Reported by Agencies

30 For details, seéttp://www.whitehouse.gov/sites/default/files/omb/memoranda/fy2006/h80edf

31 NIST FIPS 142, "Security Requirements for Cryptographic Modules", located at http:fictrgov/publications/fips/fips140
2/fips1402.pdf. This standard specifies the security requirements that will be satisfied by a cryptographic moduleitiniitized
security system protecting sensitive but unclassified information. The standarceprimtidincreasing, qualitative levels of
security: Level 1, Level 2, Level 3, and Level 4. These levels are intended to cover the wide range of potential apgtidation
environments in which cryptographic modules may be employed.
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Domain Name System Security Extensions (DNSSEC)implementation and Email
Validation

Domain Name System Security Extension (DNSSEC) provides cryptographic protections to DNS
communication exchanges, thereby mitigating the risk of IDB&ed attacks and imptiag the

overall integrity and authenticity of information processed over the Intefinet.use of DNSSEC

has been mandated at frederal level to prevent the pirating of government domain na@8#4

has ensured proper DNSSEC for the top level domammesand each organization is responsible

for DNSSEC in sulmlomain names, which are those below thelémel domain(i.e.,

www.agency.goy. The DHS Cybersecurity Assurance Program scans domains to validate the
DNSSEC implementationgight agencied)epartment of Housing and Urban Development,
United States Agency for International Development, National Air and Space Administration,
Office of Personnel Management, Nuclear Regulatory Commission, Social Security Administration,
Department of State, arf®@mall Business Administration were validated as having 100% signed
second level domains for DNSSEC.

Progress was reported from FY 2011 to FY 2012 in this capability area, with the govewident
compliance rate at 65% in FY 2011 to 74% in FY 2012 asured by the DHS Cybersecurity
Assurance Program using Cybersecurity Capability Validation (CCV) t@kS offers CCV tools

to enable organizations to inspect for DNSSEC complia@rganizations are expected to use

these tools to measure compliancetfair FISMA reporting.DHS also uses those tools to verify
agency selfeported resultsin the past, the results have indicated considerable deviation between
the selfreported results and the DHS verification resuldsganizations are expected torhere

aware of the DNSSEC status when reporting and should be aware that a key reason for DNSSEC
compliance problems in the past has been expiring certificates which are not updated by the owning
Organization.Figure 10 kows by agency the DNSSEC deployrmand percentage of email

systems with sender verification technologies.
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Figure 10. Percentage of Validated DNSSEC and Email Sender Verification Reported

by Agencies
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The Federal Government operations increasingly rely on éondimely and secure

communication making it essential that recipients of electronic communication from the Federal
Government have assurance that the messages they receive are authentic government
correspondence and arrive intagtkey objective is toncrease the level of trust in email

authenticity. In addition, fraudulent email sent to Federal agencies is a significant security risk for
Federal systemsEmail protections are directed to reduce the number of phishing attacks, which
currently represnt a high risk threatBy coupling antispoofing technologies with sender

verification techniques, the security of email can be improvedrY 2012, agencies were asHl to

report the percentage ajency email systems that implemented sender verdicgtintispoofing)
technologies when sending messages and checked sender verification when receiving messages
from outside the networkin FY 2011, the CFO Act agencyaverage was reported 28% for email
validation. The CFOAct agencyaverage has increased modestly to 64% in FY 2012 with a full
third of the agencies are now achieving 100%.

Remote Access

As the Federal Government promotes telework and increases their mobile workforce, remote access
to network resources must require stger authentication mechanisms than userID and password.
Agencies were asked reportthe total number of agency remote access connections and the

number of those connections that required only userID and password as the sole method of
authentication.Almost half the agencies have totally eliminated userID and password methods of
access but there are still a couple of agencies that use this method for most, if not all, of their remote
access connectiongicross the governmer3% ofremote accessonrections disallow the use of

userlD and password combinations as a method of authentication, basically consistent with FY
2011. Agencies were asked how many of their remote access connections utilized F2PS 140
validated cryptographic module&IPS 1402 specifies the security requirements that will be

satisfied by a cryptographic module utilized within a security system protecting sensitive but
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unclassified informationin FY 2011, agencies responded that 83% of their methods of remote
access utilizedreryption but it was unknown how much each method was usezD12, emote
access encryption was utilized on 82% of the actual remote connections for CFO adédooges.
than half of the agencies reported 10@¥hote access encryption

Adequate controbf remote connections is a critical part of boundary protectRemote

connections allow users to access the network without gaining physical access to organization space
and the computers hosted themMoreover, the connections over the Internet pdevopportunities

for compromise of information in transiBecause these connections are beyond physical security
controls, they need compensating controls to ensure that only properly identified and authenticated
users gain access, and that the connesfomevent hijacking by otheréttackers exploit boundary
systems on Internetccessible DMZ networks (and on internal network boundaries), and then pivot
to gain deeper access on internal networks. Agencies must deter, detect, and defend against
unautheized network connections/access to internal and external netwbokassist agencies in
securely implementing a telework infrastructure and ensuring that those infrastructures comply with
Federalcybersecurity requirements, in 2012 DHS, in a multiagencycollaborativeeffort,

published théiTelework Infrastructure Security Reference ArchiteditfreFigure 11 hows the
percentage of remote access connections, by agency, that require more than just userlD and
password authenticatidn addition to requiring FIPS 14Dencryption for connecti@n

Figure 11. Percentage of Remote Access Methods Disallowing UserID and Password
for Authentication and Requiring Remote Access Encryption Reported by Agencies
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32 Located athttp://www.dhs.gov/sites/default/files/publications/telework_reference_architectufepdf

29



Controlled Incident Detection

The incident management capability must be coupled with a highly skilled and trained set of
technical resourceenetration testing allows organizations to test their network defenses and
estimate the extent to which they abdeato detect and respond to actual threAtgencies sponsor
penetration testing to determine whether defenders detect the events {pselefds) that are
discovered during the controlled network penetration fEse controlled penetration testing
exerciseddo not address actual security incidents found during routine operation of the incident
management proces$he intent of the exercise is to measure the detection and response
capabilities of thé&Network Operations Center/ Security Operationst€efNOC/SOQ under
simulated reatime conditions.

Theresults of penetration testimgn be used to determine whether the NOC/SOC is staffed with
the correct personnel and technologiéthough the NOC/SOC is tested in real life on a continual
basis he controlled nature of these penetration tests allows for the detection and response to be
most readily measuredrhis also provides useful information to the risk management process to
determine the level of cyber resources to invest in incideteiction and response.

Acrossthetwentytwo CFO Actagencies conducting controlled penetration testgveragehe
NOC/SOC wa$3% effective at detecting incidents, with 45% of @O Actagencies reporting a
detection rate of 98% or bettefhis overall capabilityincreased from 49% in FY 2011Figure 12
illustrates the percentage of controlled penetration testing events detected by agencies.
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Figure 12. Percentage of Controlled Incident Detection as Reported by Agencie s

Security Training

Some of the most effective attacks on cybetworks are directed at exploiting user behavior.

These include phishing attacks, social engineering to obtain passwords, and introduction of malware
via removable mediaPhishing attacks attempt to get a network user to respond to a fraudulent
message producing a negative impact on confidentiality, integrity, and/or availability of the
organi zat i o nTbese threatk are espedially@ffective when directease thith

elevated network privileges and/or other elevated cyber responsibifitiasming users (privileged

and unprivileged) and those with access to other pertinent information and media is a hecessary
deterrent to these methodBherefore, agencieme expected to use riflased analysis to determine
the correct amount, content, and frequency of update to achieve adequate security in the area of
influencing these human behaviors that affect cybersecuritg. FY 2012, metrics were used to
assess thextent to which agencies are providing adequate training to address these attacks and
threats.

Agencies updated the content of their security training with greater frequency in FY 2012 and two
thirds of the agencies sponsored emerging threat exeraiskgl{ng phishing) to increase

cybersecurity awareness and/or to measure the effectiveness of cybersecurity awareness training in
molding behavior.Agencies are generally meeting the annual requirement for cybersecurity
awareness training, with all ageesiproviding some form of supplemental security training during

the year, and some, as a best practice, providing daily or weekly supplemental security training.
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